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On April 15, 2011 the US government released thteoNal Strategy for Trusted
Identities in Cyberspace (NSTIC), which proposes the private sector lead the
development and implementation of an “identity gstsm” as a platform for
establishing better trust among individuals aneo#ntities engaged in online
transactions. More specifically, NSTIC “focusesveays to establish and maintain
trusted digital identities, which are critical fiomproving the security of online
transactions.”

One of the motivations for NSTIC is to help proteahsumers against identity theft,

which can be defined as the impersonation of sjgaadlividuals by fraudsters for the
purpose of obtaining high value services usingctiresumer’s identity. Identity theft

causes consumers to be harmed when:

« New credit accounts such as loans, credit cardsgelhcards, cell phone accounts,
etc., are established by a fraudster using theuroness identity information. Not
only will the consumer be asked to pay for purchdiey didn’t make, but the
consumer’s credit report and score are likely taldmaged when fraudsters run up
charges on these accounts, and then don't pay.

« Medical services are provided to a fraudster, wdgumes someone else’s identity to
obtain these services. Not only will the identheft victim be stuck with the bill for
these services, but the victim’s own medical histtan be contaminated by
information about treatment provided to the fraadst

- Fraudsters are able to “hijack” an individual’sditial accounts by stealing login
credentials such as passwords and challenge guestitvaudsters can then move
money out of these accounts in various ways.

- Fraudsters obtain merchandise and other servidaswtipaying, by using stolen
credit card information, or stolen bank accountinfation, to bill the charges to the
victim’s credit card, or to setup payment diredtym a victim’s bank account. In
both cases, it is up to the victim to notice thgumcredit card charges or debits from
their bank account, and challenge them in a timeyner.

- A fraudster obtains employment using someone ets®ml security number. This
can cause the IRS to believe that the identityt tiefim earned more wages than the
victim actually reported.

All of these examples point to the same underlyirapblem: a failure of the providers of

these services to adequately authenticate theigentauthorization status of those to
whom it is providing these services.
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Do Trust Frameworks Provide Assurance Against lisqesation?

One of the key components of an identity ecosystiech as envisioned by NSTIC is a
trust framework, whose purpose is to define the rules that thewaractors within &ust
community must comply with, so that various degrees of asste regarding identity-
related claims within that community may be achdkevé@rust frameworks that are
currently defined tend to be service-provider derntr that their main focus is to enable
service providers to have a certain level of asgeabout the identity of someone
seeking a service. In order for service providensave this assurance, they will likely
obtain verified personal information about suchvitiials. To better protect the privacy
of the consumer’s information, it's been propodeat ain additional “privacy framework”
be specified to help ensure that entities withaitentity ecosystem that maintain and
store personal information about individuals widlgt and manage that information
according to certain privacy constraints.

While these privacy constraints provide some assgr# consumers that their personal
information will be protected, there’s another usentric question that has largely gone
unaddressed. Do consumers within a trust commugoNgrned by some trust framework
have any assurance against being impersonatedwiii community? And if not,
should they?

[Note that although we are concerned here aboutitgi¢heft as it affects consumers,
similar concerns exist regarding businesses as Well example, a small business may
have its bank account cleaned out by thieves ibuarkinds of information or login
credentials are compromised.]

Assurance Against Impersonation Is Different Thastéttion of Personal Information

An individual participates in a trust communitytfiiat individual’s identity has been
verified by an identity proofing process (at soresuaance level), as specified by the
governing trust framework. As a result of the firog process, the individual is issued a
corresponding credential that is trusted by serproeiders / relying parties within the
community.

The issue of impersonation that is addressed Bearetia concern about an imposter
being able to impersonate someone else duringéueotial-issuing process. We'll
assume that the trust framework's identity prooéing credential issuance criteria, as
well as their actual implementation, provide suéfit assurance against this happening.

This is also different from the privacy issue. Tuestion of whether an individual is
protected against impersonation within a trust camity does not strictly depend on
how their personal information is handled by sex\pcoviders or identity providers.

L we'll define “identity” as some collection of dtintes pertaining to an individual that are meahihtp
service providers in some trust community, as thegide whether to provide their service to the
individual.
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Assuming that impersonation can be prevented duhegredential-issuing process by
means of a sufficiently rigorous identity proofipgbcedure, a consumer can still be
impersonated if service providers are willing extservices to someone who is not
authenticated at the appropriate assurance le@¢lmore specific concern to the
individual consumer is whether a service providawilling and able to reject false
claims to the consumer’s identity that are madea lould-be imposter.

Participation in Trust Communities is Voluntary

If every service provider / relying party choosesdquire everyone seeking a service
from it to submit a trusted credential (at an appiede assurance level) for identity
authentication, consumers would have some degrassoirance against being
impersonated.

But NSTIC contains no requirement that service jakens authenticate everyone seeking
a service from it, and it's doubtful whether seevroviders would even find such a
requirement to be desirable. Indeed, NSTIC is edggr that participation in the identity
ecosystem will be voluntary. And although identriyud may be reduced if service
providers choose to participate in the identityssstem and require authentication at the
appropriate assurance level for enrolling in higlue services, such a requirement would
essentially limit the customers of those serviaa/joters to individuals also participating
in the same trust communfty

If service providers offering high value servicesrbt require adequate authentication of
everyone seeking those services, then identitydsiseeking to impersonate others can
still be successful. Yet it is not unreasonablecbnsumers who voluntarily choose to
participate in a trust community, and who have ioleiéhthe appropriate credentials, to
expect immunity from impersonation within that coomity (at some assurance level).

Is there any way to provide such consumers witbrasgse against impersonation when
there is no requirement for anyone to participatéhe identity ecosystem?

How Can Assurance Against Impersonation Be AchiéredVoluntary ldentity
Ecosystem?

Even if a service provider does not participata IMSTIC-compliant trust community, or
does participate but does not require authenticatieveryone seeking a service,
consumers may still be able to have some assuegaest impersonation, in certain
circumstances. One possibility for achieving sasburance relies on the fact that almost
all consumers who have engaged in financial traisecof one sort or another are likely
to have a credit history and score maintained leyarmore of the consumer reporting
agencies (i.e., the “credit bureaus” Experian, $rdnion, and Equifax). Providers of
high value services such as credit cards, cell plameounts, and other credit-dependent
services often rely on knowledge of a consumeeslitiscore in order to decide whether
to enroll individuals in such services. Withoutkwa credit score to assess the

2 Or possibly other interoperable trust communities the service provider / relying party deterrsite
offer comparable levels of assurance.
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creditworthiness of applicants for high value seeg, many service providers will not
enroll a new customer in the service.

As a tool against identity theft, credit bureatferoconsumers the ability to “freeze”

their credit reports, so that a request by a sermprovider for a credit report / score on an
individual with a “frozen” credit report will notéogranted by the credit bureau unless the
consumer first “unfreezes” his/her credit repoHowever, the credit freezing and
unfreezing process is costly, time consuming, amdbersome for the consumer.

One possible way to provide consumers who partieipathe identity ecosystem, and
who possess NSTIC-compliant credentials, with stawel of assurance against
impersonation would depend on the credit buredow/alg those consumers to register
their credentials with the credit buréaiwWhen a request for the credit score of any such
individual is received by the credit bureau frorseavice provider (as part of the process
to enroll the individual in a high value servicd)e credit bureau could voluntarily agree
not to release any credit information to the seryovider unless it can first authenticate
(by means of these credentials) that the persorsevbiedit score is being requested is
the same person who is seeking to enroll in thecer If such authentication can not be
obtained by the credit bureau, that fact couldraesmitted to the service provider,
alerting it that the individual seeking to enrallthe high value service may be an
imposter.

This approach may be viable only in certain sitwraj such as when the identity theft
involves establishing a new credit-bearing accausimg the victim’s identity, and it
requires the cooperation of credit bureaus. Bsgiives as an example of how an identity
ecosystem conformant with NSTIC principles may Helprevent identity theft even
when service providers may not be ecosystem pgatits themselves, and before
widespread adoption of NSTIC by service providers.

The author is interested in receiving any commentiggestions you may about this
approach to identity theft prevention.

3 Credit bureaus themselves may be identity prosigéthin the identity ecosystem, and may issue such
credentials directly to consumers.
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