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One of the motivations behind NSTIC is to protemsumers against identity theft and
other types of online identity-related fraud. Frthra consumer protection point of view,
an identity ecosystem could support this goal imse consumers who choose to
participate, provided that it supports appropr@ieacy protections as well.

With this in mind, | have the following suggestions

1. NSTIC should devise strong incentives to engendeugport and deployment of
the identity ecosystem by the financial services nomunity.

Much identity-related fraud involves financial teactions. It's difficult to imagine that

an identity ecosystem can be truly effective irpive prevent identity fraud unless
financial institutions participate. Yet at the samer (and small business) level, online
authentication for financial transactions is ofs#ili based on passwords, backed up by
weak and cumbersome self-selected challenge gasstincentives are needed to
encourage banks and other financial services peoi(e.g., mutual fund companies,
brokerages, payment services, etc.) to participetiee identity ecosystem. Financial
institutions could offer, on an opt-in basis, elentc credentials to consumers that can be
used for strong authentication in online finantiahsactions. Participation might also
involve creation of a new organization or consantiuun by the financial community, to
provide these credentials to consumers who want.th®y means of a trust framework
adopted by this consortium, financial institutiadhat are consortium members could trust
credentials and assertions issued by other mernobéne consortium. By sharing costs
for strong credentials among members of such aocbus, it may become more
economical for financial institutions to providestg authentication for consumers and
small businesses.

2. NSTIC should recognize that consumer transactionsaquiring strong
authentication may not always require an identity asertion or claim issued by
an ldentity Provider.

Certain categories of online transactions may tesularm to the consumer if others are
able to successfully use the consumer’s persordalytifiable information to
impersonate him/her. Such categories would incl(aetransactions that result in the
establishment of a new high value relationship sagh credit account (credit card, loan,
etc); (b) transactions that provide access to seagersonal information such as health
records, bank account balances, or a free anneidit ceport; (c) transactions that
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involve moving money out of financial accounts; {@nsactions in which an online
payment is made using bank account or credit cdodmation.

Assuming that strong authentication enabled bydbetity ecosystem can be used to
help prevent fraud in each of these categoriesaokhactions, the first category (a) would
most likely require that an Identity Provider retan assertion/claim to a Service
Provider / Relying Party containing information tleatablishes the identity of a specific
individual. The second category (b) would reqsueh assertions/claims if the consumer
is unknown to the Service Provider / Relying Pastyhas not otherwise established a
previous relationship with the Service Providerelyihg Party. Once such a relationship
is established, it should be sufficient for the ssamer to present to the Service Provider /
Relying Party some sort of token that employs girenultifactor) authentication to
demonstrate that he/she is the “owner” of the nesly-established relationship or
online resource. Categories (c) and (d) assuateathexisting financial or payment
account exists, so again it should be sufficiergrassent an appropriate strong
authentication token to transact a payment or nrmoeeey out of an existing account.

In other words, an identity assertion/claim contagrpersonally identifiable information
(ie, name, address, birthdate, etc.) from an ldeRtiovider is necessary in order to
initially establish the identity of someone seekingew relationship or account with a
Service Provider / Relying Party. Once the reladhop is established, it may be
sufficient for a credential or token issued by lithentity Provider to be used locally by
the Service Provider to authenticate the consuorahg specific transaction) without an
assertion/claim from an Identity Provider each tesaeh authentication is required. This
may remove potential concerns by Service Provittesthey must depend on the
availability of a third party Identity Provider order for their customers to be able to
conduct business with the Service Provider, ortitvey may have to pay an Identity
Provider something for each authentication.

As an example, an X.509 certificate issued to aoorer could be used to establish the
identity of a consumer with a Service Provider Mg Party. Once the consumer
authenticates to the issuing ldentity Provider gigive consumer’s private key, the
Identity Provider then issues a trusted assertadairm to the Service Provider / Relying
Party that contains sufficient information to esitdbthe consumer’s identity. Once
identity is established, the certificate and itscasated public key could be bound to the
consumer’s identity by the Service Provider, arergturning consumer could directly
authenticate to the Service Provider using an gpm@® authentication protocol that
demonstrates control and possession of the prisgte

3. While strong incentives should exist for the adoptin and use of high assurance
electronic credentials in high value transactiondNSTIC should consider
measures to create strong dis-incentives for the @®f high assurance credentials
to establish a person’s identity in low-value tranactions.
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It's not difficult to imagine that if high assuramelectronic credentials ever become
widely used by consumers for high-value transastisome Service Providers may
decide to demand such credentials for high asseanaeatification even for low value
transactions. NSTIC should articulate potentiabsures to discourage the use of high
assurance credentials to establish one’s idemtitgw value transactions where
knowledge of identity isn't necessary. For ins@rhigh assurance assertions that
convey identity information about a consumer mayeha “cost” that providers of low
value services might not be willing to pay.

4. Potential Role for Consumer Reporting Agencies / Gdit Bureaus in NSTIC

The identity ecosystem is voluntary, and Service/iRlers / Relying Parties are under no
obligation to participate. However, the abilityaf identity ecosystem to help prevent
identity fraud depends on widespread deploymentaalaghtion. In the meantime, what's
to stop a thief who obtains someone’s personatmétion from using it to open a new
credit card, for example?

Prior to establishment of certain kinds of higheabhccounts and relationships, Service
Providers often use Consumer Reporting Agenciass (@aiown as credit bureaus) to
determine the creditworthiness of consumers. iRvslves collecting sufficient
personally identifiable information from a consumend sending it to the credit bureau
where it is matched to a record the credit bureay maintain about the consumer.

If that consumer has chosen to be a participatitandentity ecosystem, and is in
possession of credentials that can authenticatieehiglentity, perhaps the credit bureau,
on making a match, can act as a go-between tothkedonsumer that someone is
attempting to use his/her information to estabdishigh value relationship with some
particular Service Provider. This would requirattbredit bureaus allow such
individuals to register their status as identitp®stem participants. The potential
actions that such a consumer could then taketi$oiefuture discussion.

Of course, credit bureaus can also act as Iddntayiders in the identity ecosystem.

5. The Federal Trade Commission should have a promingmole in the identity
ecosystem.

The Federal Trade Commission is the nation’s coesyrotection agency. The FTC is
involved in other government efforts to prevenmitty theft. These include acting as the
enforcement agency for the Fair Credit Reportingg And promulgating the so-called
“Red Flag Rules” for identity theft prevention.hd FTC should, at minimum, take an
active role in helping to educate the public arellibsiness world about the identity
ecosystem.
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